NONPROFIT LOGO HERE

 Technology Acceptable Use Policy

This Acceptable Use Policy applies to all employees of [NONPROFIT NAME] who have been provided laptop devices and/or have access to company’s technology resources. For the purposes of this policy, information and communication technology resources include computer equipment (laptops, printers, etc), software, storage media, e-mail accounts, voice, cloud service accounts and internet browsing.

[NONPROFIT NAME] permits and encourages employees to use information technology resources where such use supports the overall goals and objectives of the business. All [NONPROFIT NAME] employees must adhere to the following guidelines put forth in the Acceptable Use Policy. Violations of this policy could result in disciplinary and/or legal action, up to and including termination of employment. 

Computer Equipment
· Permission is required before installing, attempting to install, or storing programs of any type on Company computers.
· Damaging, disabling, or otherwise harming the operation of computers is prohibited.  
· Use of computers is intended for job-related activities and personal use should be limited.
· Laptops are not be shared with friends or family
· Employees may use removable media (such as DVDs, flash drives, and external hard drives) on company computers as long as they are known to be free of viruses.
· All mobile equipment (e.g. personal laptops, tablets, etc.) must be running an updated version of antivirus software and ensure they are clean of viruses before connecting them to the Company network. See the Bring Your Own Device (BYOD) section below for additional detail.
· When taking laptop out of the office, do not leave laptop inside of a car. Place it in locked trunk or other secure area out of sight. Do not leave laptop in the trunk of a car overnight or during times of hot or cold temperatures. 
· Do not leave your laptop unattended when at an event or conference.
· Lost or stolen equipment is required to be promptly reported to your direct report.
· Employees are required to save all company related data on [CLOUD PLATFORM]. [NONPROFIT NAME] is not responsible for any data loss due to failed hard drive or equipment.

Security and Privacy
· For each cloud application, create a strong password or passphrase (at least 8 characters including upper/lower case, numbers and symbols).
· MFA (Multifactor Authentication) is enabled on ALL applications that we use. [e.g. Microsoft 365, Netsuite, Salesforce]
· 30 day password policies are in place for [e.g. Netsuite and Salesforce]
· Security Awareness training: each employee is required to complete quarterly training modules through [CYBERSECURITY TRAINING SERVICE SUCH AS Wizer].
· Computer will automatically lock if not in use for after 10 minutes
· Do not share your passwords. Do not access Company information under someone else’s username and password.
· To protect yourself and the systems, you should respect the security on the computers; do not attempt to bypass or alter the configured security settings.
· Theft, loss, or unauthorized disclosure of Company proprietary information is required to be promptly reported to direct report.


Internet
· Internet access is limited to job-related activities and personal use should be limited.
· Do not give out the Wi-Fi password for [NONPROFIT NAME]_Office network.  Guest may connect to [NONPROFIT NAME]_Guest network.
· Using the Internet to obtain, download, send, print, display or otherwise transmit or gain access to materials which are unlawful, obscene, or abusive is not permitted.
· Abiding by copyright laws is required.  
· The network is being monitored for use of bandwidth and access to resources being utilized.
· Do not click on random sites, ads, or pop-ups as these could potentially be a virus or malware.
· Employees are not allowed to download copyrighted materials such as music, videos, etc.
· Use ear buds if listening to music through your computer or other mobile devices.

Email
· Use extreme caution when opening attachments sent via email (especially URL’s, EXE and ZIP files). Only open attachments if they come from a trusted source. Also be cautious of spoofed emails with links (an email that comes from someone you know, that could contain viruses).
· Emails sent via the Company email system should not contain offensive content. This includes but is not limited to vulgar and or harassing language and images. 
· Emails received containing inappropriate or unlawful material should be immediately reported to Company management.  

Bring Your Own Device (BYOD)
· Company grants its employees the privilege of bringing personally owned mobile devices (ex. iPads, iPhones, Androids) to the workplace. Use of these items is acceptable when activities directly support the goals and objectives of Company.
· Devices must be password protected with a strong password or PIN. A strong password is comprised of at least six characters, which are a mix of upper- and lower-case letters, numbers, and symbols. 
· Devices must automatically lock with a strong password or PIN if left idle for five minutes.
· Company reserves the right to disconnect devices or disable services without notification.
· Lost or stolen devices are required to be promptly reported to management. 
· Company employees are personally responsible and liable for all costs associated with their devices. 
· If employee resigns or is terminated, Company has the right to remove Company email account from the personal device. 
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I have read and understand the above and agree to use the [NONPROFIT NAME] information technology resources within these guidelines. I understand that violation of this policy could result in disciplinary and/or legal action, up to and including termination of employment. 


