Nonprofit Technology Policy & Strategic Tech Plan (Starter Template)
Section 1. Technology Policy (One Page)
Purpose: To guide how staff and volunteers use technology to protect our mission, people, and data.
1. Acceptable Use
Use organization devices and accounts only for nonprofit-related work.
Avoid installing unapproved apps or sharing login info.
2. Passwords & Security
Use strong passwords (12+ characters).
Enable multi-factor authentication (MFA) when available.
Do not share passwords. Use a secure password manager if possible.
3. Data Privacy
Store client, donor, and staff information in approved systems only.
Never send sensitive data (like Social Security Numbers or financial info) by email.
Follow data retention rules—delete old files that are no longer needed.
4. Devices & Accounts
Report lost or stolen devices immediately.
Organization removes access promptly when staff or volunteers leave.
5. Backups
All key files are backed up weekly in our designated cloud storage.
Section 2. Technology Procedures (Quick Checklist)
Onboarding: Set up email, file access, software accounts.
Offboarding: Remove access to email, files, donor database.
File Naming: Use standard folder names and dates (YYYY-MM-DD).
Basic Troubleshooting: Restart device, check Wi-Fi, use help guides.
Support: Contact [name/volunteer/IT partner] for additional help.
Section 3. Strategic Technology Plan (Mini Outline)
Vision: Technology supports our nonprofit by improving efficiency, protecting data, and strengthening relationships with donors and clients.
Goals (Next 12–18 Months)
Improve Communication: Adopt and train staff on [tool, e.g., Google Workspace or Microsoft Teams].
Strengthen Security: Implement MFA for all staff accounts within 3 months.
Data Management: Migrate donor and program data into a central CRM within 12 months.
Staff Training: Provide quarterly short training sessions on cybersecurity and tool use.
Actions & Timeline
Month 1–2: Approve tech policies and share with staff.
Month 3: Enable MFA on all accounts.
Month 6: Evaluate CRM options with TechSoup or free trials.
Month 12: Launch CRM and train staff.
Roles
Tech Lead (staff or volunteer): [Name]
Backup Lead: [Name]
Budget & Resources
TechSoup discounts
Google for Nonprofits (free Google Workspace)
Microsoft 365 Nonprofit offer
Volunteer IT support (local university/partners)
Review
Update policies and plan every 12 months.
Collect staff input on what’s working and what’s not.

DISCLAIMER: Apparo offers this template as a courtesy to our nonprofit partners to customize for their organizations. We are not lawyers, and we advise you to seek out your own legal advice about whether this template is right for your organization. Apparo makes no warranties about the appropriateness, accuracy, timeliness, or sufficiency of this template. By using this template, you understand and accept the risk and responsibility of seeking out professional advice as to whether the template fits your needs as an organization, and you acknowledge that Apparo will not be liable for any damages that may arise in relation to your use of this template.




